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Abstract

Technological developments in the sphere of artificial intelligence (Al) inspire debates about the implications
of autonomous weapon systems (AWS), which can select and engage targets without human intervention.
While increasingly more systems which could qualify as AWS, such as loitering munitions, are reportedly
used in armed conflicts, the global discussion about a system of governance and international legal norms on
AWS at the United Nations Convention on Certain Conventional Weapons (UN CCW) has stalled. In this
article we argue for the necessity to adopt legal norms on the use and development of AWS. Without a
framework for global regulation, state practices in using weapon systems with Al-based and autonomous
features will continue to shape the norms of warfare and affect the level and quality of human control in the
use of force. By examining the practices of China, Russia, and the United States in their pursuit of AWS-
related technologies and participation at the UN CCW debate, we acknowledge that their differing approaches
make it challenging for states parties to reach an agreement on regulation, especially in a forum based on
consensus. Nevertheless, we argue that global governance on AWS is not impossible. It will depend on the
extent to which an actor or group of actors would be ready to take the lead on an alternative process outside of
the CCW, inspired by the direction of travel given by previous arms control and weapons ban initiatives.
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In March 2021, the publication of a United Nations (UN) Panel of Experts on Libya report received
widespread international media coverage. It suggested that Turkish-manufactured Kargu-2 loitering munitions
had been used in Libya to “hunt down” and “remotely engage” retreating Haftar Affiliated Forces without
direct human control (United Nations Security Council, 2021, p. 17). As with the use of other uncrewed
systems with autonomous features, it is difficult to verify whether the Kargu-2 was used in a fully autonomous
mode when conducting these reported strikes (Kallenborn, 2021). The CEO of the system’s manufacturer STM
maintains that the use of autonomy in the Kargu-2 is primarily restricted to navigation, and that “[u]nless an
operator pushes the button, it is not possible for the drone to select a target and attack™ (Tavsan, 2021). Despite
this ambiguity, the incident has been widely portrayed as the first battlefield use of autonomous weapon
systems (AWS), often colloquially called “killer robots” (see Mizokami, 2021; Stanley, 2021; Vincent, 2021).

AWS are defined as “any weapons that select and apply force to targets without human intervention”
(ICRC, 2022).! Militaries throughout the world have demonstrated a clear interest in developing AWS,
including weapon systems operating with the support of Artificial Intelligence (AI) technologies. While
civilian applications of Al have raised calls for international regulation, weaponised Al in the form of AWS is
a particular source of concern due to the various challenges its development and use create for international
security, international humanitarian law (IHL), ethics, as well as the norms of warfare (Altmann & Sauer,
2017; Amoroso & Tamburrini, 2021; Asaro, 2012; Bode & Huelss, 2022; Haas & Fischer, 2017; Heyns, 2016).
This article argues that whilst a global regulatory framework for AWS has so far proven challenging to achieve,
it is not an impossible endeavour. The creation of international legal norms on AWS and human control in the
use of force could be possible if an actor, or group of actors, takes the lead on initiating a legal process outside
of the UN Convention on Certain Conventional Weapons (UN CCW), where the debate on potential

international regulation of AWS has been taking place so far.

!'In this article we generally refer to autonomous weapon systems (AWS). AWS are not a specific category of weapon.
Rather, we understand AWS as being any type of weapon system which utilizes machine autonomy to select and apply
force without immediate human control or intervention. While some autonomous weapons integrate Al elements into
their critical functions, they may not all necessarily be based on Al technologies. We will only employ the term lethal
autonomous weapon systems (LAWS) when specifically citing the discussion at the UN CCW, as this is the official term
which states parties have used as part of this debate. The term “killer robots™ is also commonly used in media reports to
discuss these technologies. Both LAWS and “killer robots” terms emphasize the lethality of AWS (Park, 2020, p. 396;
see also Ekelhof, 2017; Taddeo & Blanchard, 2022).


https://doi.org/10.1007/s10676-023-09678-x

Published in Ethics and Information Technology 25, 5 (2023). https://doi.org/10.1007/s10676-023-09678-x — post-print
version

As with the broader set of technologies associated with Al, an “imaginary future” (Barbrook, 2007)
has long been attached to AWS. Prominent Al scholar Stuart Russell has even called for journalists to stop
referencing the Terminator franchise because it contributes toward the unrealistic expectation that Al threatens
to become “conscious” and develop a “hatred” for humanity (CBC Radio, 2022). Yet, the development of
AWS is neither a new nor fictional trend. Systems which make use of autonomy and automation in critical
targeting functions have been in service with militaries for decades. This includes air defence systems, guided
missiles, loitering munitions, and active protection systems (Boulanin & Verbruggen, 2017). Practices in
relation to the development, testing, and use of some of these systems have already altered the norms of human
control over specific use of force decisions (Bode & Watts, 2021). Meanwhile, key developers of weaponry
such as China, Israel, Russia, the United Kingdom, and the United States (US), in addition to several NATO
member states, are increasing their investments into AW S-associated technologies (Boulanin et al., 2020; Gray
& Ertan, 2021; Haner & Garcia, 2019; Macfarlane & Christie, 2022). The global attention given to the Kargu-
2's purported use in Libya highlights the pressing need for further debate on the novelty, character, and
ramifications of AWS development. In particular, it invites greater study into the prospects of meaningful
global governance of Al-based and autonomous weapons as a means of addressing the various ethical, legal,
and security concerns associated with AWS development, testing and usage.

The potential governance of AWS has been debated at the UN CCW since 2014. Since 2017, these
discussions have been formalised through the creation of a Group of Governmental Experts (GGE) on
emerging technologies in the area of lethal autonomous weapons systems (LAWS). In the past, such GGEs
have been preparatory forums for the negotiation of new international law. At the time of writing this article
in early 2023, progress towards the potential global regulation of AWS has stalled. In a forum that operates by
consensus, it has been difficult for CCW parties to agree on the way forward. A substantial group of states has
argued for an instrument banning AWS, for example in the form of a legally binding treaty or an additional
protocol to the CCW. Another smaller group of states has been categorically against such measures (Boulanin,
2021; Rosert & Sauer, 2021). The only tangible outcome that states parties have so far agreed has been the 11
Guiding Principles on LAWS (UNODA, 2019). These principles, however, are not legally binding and have
been criticised by proponents of an AWS ban as being a weak basis for delivering a firm set of legal standards
of prohibition and regulation (Nadibaidze, 2021b). What accounts for this lack of progress and what are the
prospects for agreeing on a global governance framework for AWS?

We answer this question in three steps. First, we highlight the necessity of new international legal
norms relating to AWS by emphasizing that in the absence of such regulations, the ways in which actors are
designing and operating these technologies have already impacted and will continue to impact the norms of
warfare. State practices, defined as patterned actions in a social context (Leander, 2008, p. 18), are silently
shaping norms, understood here as what is considered ‘appropriate’ in the use of force and armed international

conflict (Bode & Huelss, 2018). When examining the development of automation, autonomy, and Al along a
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historical trajectory, we can already see how such norms are taking shape, particularly in terms of what counts
as an ‘appropriate’ quality of human control over the decision to select and use force against targets. Without
global governance and legal norms, these trends risk continuing to affect the way that human control is
exercised in the use of force. We reflect on what a continued absence of governance standards on autonomous
weapons, including systems based on weaponised Al technologies, means for the emergence of international
norms in this space. This allows us to make a theoretical contribution to the larger debates on AWS by
scrutinising the relationship between the practices related to AWS and the development of global norms
surrounding the proliferation and use of such systems.

Second, we analyse the prospects for global governance of AWS by examining the roles and practices
of three of the largest developers of these technologies: China, Russia, and the US (Haner & Garcia, 2019;
Morgan et al., 2020). These three states have all demonstrated their interest in testing and using AWS. They
have also been active at the GGE debate. While their positions at the GGE differ significantly, Chinese,
Russian, and US delegations have all expressed scepticism about the global regulation of AWS-associated
technologies. China has indicated ‘qualified’ support for a legal ban of AWS but defines such systems in a
narrow way. Russia has adamantly opposed any legally binding instrument regarding AWS development and
use, arguing that such a move would be both premature and unnecessary. Against the backdrop of the Third
Offset Strategy and Washington’s push to harness technological innovations emanating from Silicon Valley,
the US has highlighted the potential humanitarian benefits of integrating further autonomy into weapon
systems. By providing a detailed examination and analysis of Chinese, Russian, and US stances on this issue,
we make an empirical contribution to the extant literature on the prospects for AWS regulation (Amoroso &
Tamburrini, 2020; Bhuta et al., 2016; Garcia, 2017; 2018; iPRAW, 2020; Maas, 2019; Rosendorf, 2021; Rosert
& Sauer, 2021; Sauer, 2020). We argue that the practices of AWS development emerging from these three
states have adversely affected the GGE’s regulatory potential. In the context of the Russian invasion of
Ukraine, as well as the heightened perception of global strategic competition which has emerged since the
early 2010s, this looks unlikely to change soon.

Third, whilst acknowledging the challenges in reaching a consensus on the global governance of AWS,
we argue that this is not an impossible outcome to achieve. We present various possible venues for the
regulation of AWS and highlight the value of an agreement on legal norms—whether in the form of regulation,
prohibition, or both—even without the participation of major weaponised Al developers such as China, Russia,
and the US. By drawing attention to regulatory options beyond the GGE, we contend that global governance
depends on the extent to which an actor or group of actors would be ready to take the lead on an alternative

process.

AWS Practices as Sources of Norms
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What do the current prospects for global governance on AWS mean for the norms which shape and
govern aspects of international security? To address this question, it is useful to look beyond international law
and international forums such as the GGE as the only sites where norms regarding these technologies emerge.
Taking inspiration from the wider literature in Critical Security Studies and Science and Technology Studies
(STS), we argue that state practices of designing and using weapon systems with autonomous or Al-based
features can themselves become sources of norms. Recognising “the productive power of practice” (C.A.S.E
Collective, 2006, p. 458) opens new analytical space to examine how norms, or understandings of
appropriateness, emerge. The study of practices can capture how norms are constituted, sustained, or changed
(Bernstein & Laurence, 2022; Gadinger, 2022; Nicolini, 2013; Pratt, 2022).

Drawing on insights from STS scholarship, we consider practices of designing and operating AWS to
be potentially normative (Bode, 2022). Such practices embed value-informed choices into the technologies
used as part of these systems. As argued within the STS literature, technological development and innovation
is a deeply social phenomenon (Bellanova et al., 2020; Bijker & Law, 1992; Fritsch, 2011; Jasanoff, 1987;
2004). This assumption questions the usually accepted boundary between technological factuality and political
value decisions. At least two value-based processes influence the technological design process of AWS. First,
target profiles in such systems are based on generating computer models that “translate” complex social
activities into a set of problems to be solved via algorithmic solutions and goals (Gillespie, 2014). Target
profiles are based, for example, on weight, acoustic signature, or radar signature. They typically contain both
intended and unintended targets, as a broader target profile helps reduce the potential number of false negative
results (Moyes, 2019, pp. 4-5). In this way, certain development practices can encode value-based decisions
that are not necessarily disclosed nor meaningfully reflected upon. The compilation of the data set used to
program targeting algorithms may contain unrepresentative or incorrect data. As demonstrated by many
civilian applications of Al, such data can often be biased. This is particularly problematic for targeting
decisions and raises questions for IHL principles such as distinction and proportionality (Chandler, 2021;
Holland Michel, 2021; Sharkey, 2018).

Second, practices of AWS are based on certain assumptions about human-machine interaction which
are often not openly stated. Such assumptions include the level of trust placed in system outputs or the
involvement of the human operator in a weapon system’s decision-making loop (Bode & Watts, 2021; Warren
& Hillas, 2020). The development of AWS follows a historical trajectory of integrating automated and
autonomous features into targeting functions which began during the Second World War. Such systems
typically have human operators ‘in-the-loop’ or ‘on-the-loop’. This means that human operators identify
specific targets before an attack or choose from a list of targets prompted by the system, often only having a
time-restricted veto in the targeting process. Detailed empirical studies of air defence systems reveal that such
practices of design and use are already changing the quality of human control exercised over the use of force.

They have made the role of human operators simultaneously minimal and increasingly complex. This has
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resulted in a diminished capacity for human control as an emerging, if not publicly expressed, norm (Bode &
Watts, 2021; Bode, 2022). The decision-making capacities of operators do not fulfil prerequisite conditions
for meaningfu/ human control derived from the academic literature on human factor analysis: a functional
understanding of how the targeting systems “make” decisions, sufficient situational understanding, and the
capacity to scrutinise machine “decision-making” (Hawley & Mares, 2012).

The repeated performance of AWS design and use will continue to shape understandings of an
‘appropriate’ quality of human control. In the meantime, Al researchers, policymakers, and scholars, among
others, have been warning about the diminishing role of human supervision in the use of force (Garcia, 2016;
Russell, 2021; Sharkey, 2016; Suchman, 2016). The global use of increasingly autonomous weapon systems
“prompts a change in the relationship between human actors and technologies,” a development which raises
many complex questions spanning three broad literatures (Ekelhof, 2018, p. 88). First, there are debates about
what these trends mean for the application of IHL principles, such as distinction between lawful and unlawful
targets, responsibility for violations of international law, or precautions in attack (Bo et al., 2022; Boutin, 2022;
Brehm, 2017; Crootof, 2015). Second, experts have been debating the ethical implications of AWS making
critical decisions on the use of force, especially in relation to human dignity (Asaro, 2012; Rosert & Sauer,
2019; Sharkey, 2019). Third, there is a variety of security threats associated with potential technical
malfunctions and over trust in automated processes, including in the nuclear sphere (Alwardt & Schornig,
2022; Johnson, 2019; Sharikov, 2018).

Examining the practices of designing and using weapon systems with autonomous features helps
reorientate the study of norms towards the modalities and places where norms often emerge away from public
deliberations. This move widens how and where we can localise the emergence and further development of
norms on AWS. Studying these practices gives us new insights into the substance of emerging human control
norms, which are central to how the GGE debate addresses the potential governance of AWS (Amoroso &
Tamburrini, 2020). In 2019, CCW states parties included ensuring human-machine interaction as one of their
11 Guiding Principles (UNODA, 2019). Experts at the GGE have shown continuous agreement about the
importance of retaining some form of human control. However, what counts as “appropriate” or “meaningful”
human control remains debated (Horowitz & Scharre, 2015). In the absence of such an agreement, whether in
the form of a legally binding regulation or a political declaration, the contours of this norm risk being adversely
shaped by ongoing state practices. In the next section of this article, we examine the AWS-related practices of

three main actors in this sphere: China, Russia, and the US.

Assessing Prospects for Global Governance of AWS

China
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China, like Russia and the US, has been deeply invested in advancing modern weapons technology,
including by introducing Al and autonomy into its new generations of weapon systems (Qiao-Franco & Bode,
2023). Numerous recent defence policies such as “China’s National Defence in the New Era (2019)” recognise
that algorithms and automation are changing defence. Building an edge in military Al paves the way to winning
“intelligentised” warfare (State Council of China, 2019, p. 6). Unlike other major weapon producers, China
supports putting in place a legal ban of AWS. However, this position must be analysed in detail to understand
its intentions.

At both the informal meetings of experts and GGE meetings, China’s public statements have shown
concerns over the challenges and dangers posed by AWS (e.g., Chinese Delegation to the CCW, 2016). China
expressed support for a global agreement not to develop fully autonomous weapons that select and engage
targets without “human suspension at any time” (Chinese Ministry of Foreign Affairs, 2021). Beijing
perceives the extant international law as being not robust enough, taking issue with the supposed sufficiency
of weapon reviews under Article 36 of the Protocol (I) Additional to the 1949 Geneva Conventions. Instead,
Chinese statements suggest that prohibition should be achieved through an international treaty similar to the
precedent protocol pre-emptively outlawing blinding lasers, namely, the 1995 Protocol on Blinding Laser
Weapons (Chinese Delegation to the CCW, 2016).

But for China, a legal ban needs to draw a line between what it sees as AWS that are completely devoid
of any human control and other systems that are on the broad spectrum of autonomous weapons. China’s 2018
position paper submitted to the GGE delineated a rather narrow definition of LAWS, which contains five

essential features:

The first is lethality, which means sufficient payload (charge) and for means to be lethal. The
second is autonomy, which means [the] absence of human intervention and control during the
entire process of executing a task. Thirdly, [the] impossibility for termination, meaning that once
started there is no way to terminate the device. Fourthly, indiscriminate effects, meaning that the
device will execute the task of killing and maiming regardless of conditions, scenarios, and
targets. Fifth, evolution, meaning that through interaction with the environment the device can
learn autonomously, expand its functions and capabilities in a way exceeding human expectations.
(Chinese Ministry of Foreign Affairs, 2018, p. 1)

This “tight” definition of LAWS contrasts with the approaches of other parties within the “ban group” that
prefer to identify AWS based on characterising aspects such as autonomy and human control. While offering
conceptual clarity, this restrictive definition sets an extremely high threshold for what is to be considered for
legal regulation. The focus on full autonomy, for one thing, leaves unaddressed problematic systems that may
operate with lower levels of autonomy (Taddeo & Blanchard, 2022).

Moreover, what motivates China’s preference for clear rules on AWS is different from the civil society
stakeholders and some states parties supporting a legal ban. Despite acknowledging the principle that AWS

development may produce ethical blowback, such as the indiscriminate use of force, Chinese concerns are
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primarily devoted to the geopolitical risks associated with AWS. These include the prospect of technologically
more advanced states exploiting such weapons to “start a war or pursue hegemony” (Chinese Ministry of
Foreign Affairs, 2021). China criticised the development and potential deployment of AWS as being fraught
with risks of escalating international tensions, triggering more conflicts and uncontrollable arms races. This is
possibly reflective of what many within the Chinese defence circle perceive to be a more hostile international
environment in which China is entangled in an increasingly tense relationship with the US (Pang, 2019). After
witnessing Washington’s quick defeat of Iraq during the First Gulf War and its use of drones in counter-
terrorism operations across the Middle East since 9/11, many Chinese analysts have perceived the US to be
the forerunner in applying AWS-related technologies such as Al and robotics in warfare (Li, 2014; PLA Daily,
2015). A ban on AWS could provide a potential mechanism for keeping China’s adversaries in check and
holding them to account. In short, Chinese support for a legal ban on AWS reflects concerns for a more
imminent threat where enhanced adversaries threaten its security, instead of a more remote scenario where
robots take over humans.

As states remain locked in debate about whether and how to regulate AWS, China’s position has
become more ambivalent. From the authors’ participant observations at GGE, the Chinese delegation did not
display a clear sense of urgency to push for a legally binding instrument. Domestically, no publicly accessible
national laws or other measures have been issued to ban the development of AWS. Limited information is
available on whether the Chinese military have been working on national prohibitions of fully autonomous
weapons. At the same time, China is following a similar strategy to the US and Russia of developing uncrewed
combat systems for land, sea, and air that can operate with minimal human intervention. China’s growing
robotic arsenal includes numerous attack and reconnaissance drones such as the CH-4 unmanned aircraft and
Divine Eagle, and a few machine-gun-equipped robots that are on display at the annual World Robot
Conference in Beijing and the Aviation and Aerospace Exhibition in Zhuhai (Liu, 2020; Ma, 2016). China’s
loitering munition models such as CM-501, CH-901 and WS-43 can reportedly fly autonomously, as well as
identify and locate targets (Zhang, 2020). As new advances in Al and robotics are gradually applied to
uncrewed planes, ships, and vehicles, weapons which operate with reduced human intervention may be
developed.

Above all, despite an intention to ban AWS, technological momentum and investments may make it
impossible to stop. There is a strong tendency in China, both within and beyond the military, to march towards
autonomy. China is one of the biggest backers of Al research as seen from a plethora of policy initiatives that
emphasize becoming a leading power in Al and mastering the technologies associated with the Fourth
Industrial Revolution (Qiao-Franco & Zhu, 2022). These include but are not limited to “Made in China 2025
(2015),” the “Three-Year Action Plan for Internet + (2016),” and the “New Generation Al Development Plan

(2017)”. Progress has been made on multiple fronts including quantum computing, image recognition, and
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natural language understanding. These rapid advances in technology have widespread military applications,
including permitting the military to move towards systems with greater autonomy.

It is also important to note that Beijing is still in the process of grappling with how it wants to shape
Al technologies and their application in autonomy. As Al increasingly moved from labs to people’s daily lives
in China, its negative impacts are becoming more visible. These impacts have been enough to prompt concern
among Chinese policymakers, as reflected in numerous regulations and guidelines on Al ethics recently
developed. Policies such as the “New Generation Al Governance Principles — Developing Responsible Al
(2019),” the “White Paper of Al Standardization (2019),” and the “Guidelines for the Construction of National
Standard System of New Generation Al (2020)” show that China has taken steps towards addressing ethical
and legal concerns posed by Al to rein in Al applications and keep them under human control. Aside from
questions as to these policies’ implementation, it remains to be seen if such restraints in civilian use will spill

over into the military domain.

Russia

In the past years, high-level Russian officials including President Vladimir Putin have portrayed Al as
a technology with unprecedented potential and key area of investment to make Russia’s armed forces more
“mobile, modern, and efficient” (Konaev, 2021, p. 65; Nadibaidze, 2022b). In line with the modernisation
goals set by the president, the Russian government has put forward plans to integrate Al into military command
and control as well as to develop and test prototypes of weapon systems with increasingly autonomous features,
including in the nuclear sphere (Boulanin et al., 2020, pp. 44—52). It has also displayed some of these models
in strategic exercises (TASS, 2021) and claimed to have used systems such as loitering munitions in combat
operations in Syria (McDermott, 2021).

As one of the most active states in developing systems with Al-based and autonomous features, Russia
has been a vocal opponent to any kind of new measures to regulate AWS or their associated technologies.
Throughout the existence of the GGE, it has consistently argued that existing [HL norms and principles apply
to all weapon systems, including AWS, and are therefore “sufficient” to address the potential issues related to
the development of autonomous weapons (Russian Federation, 2021a, para. 3). Russia has maintained the
narrative that the discussion on regulating AWS is “speculative” and “premature” as these weapon systems
lack a common definition and are a phenomenon of the future (2018, para. 2; 2021a, para. 5). In the Russian
view, existing systems with high levels of automation and autonomy should not be part of the debate (2018,
paras. 9-10; 2021a, para. 5). At the same time, Russian experts at the GGE have been contradicting the latter
position by constantly highlighting what they perceive to be the benefits of autonomy in weapon systems, for
instance better precision and effectiveness, by referring to experiences with existing systems and uses of
autonomy (see Russian Federation, 2021b). Similarly to US representatives, Russian officials say that

autonomy in weapon systems offers potential advantages in terms of strategy and the protection of civilians,
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as AWS would not be subject to errors committed by human operators or their moral beliefs, for instance
(Russian Federation, 2021a, para. 7).

While stating its commitment to human control over AWS, Russia has been advocating for a
sovereignty-based approach where “specific forms and methods” of control “should be left to the discretion of
states” (Russian Federation, 2021a, para. 11; see also Nadibaidze, 202 1a). It has also been justifying its position
on the global governance of AWS by arguing for the need to avoid the “politicization” of technological
developments and separating weapon systems into “good” and “bad” (2018, para. 6). Overall, Russia’s
deliberative practices at the UN during recent years have reflected its strategic motivations in having as much
leeway as possible to pursue its military modernisation with minimal international regulations, as well as the
leadership’s perception of Russia as a great power (Nadibaidze, 2022a).

The 2022 Russian full-scale invasion of Ukraine has so far had three main implications for Russian
practices and others’ perceptions of them. First, the military technology used by Russia in the invasion
contradicted its claims to be on the path towards military Al leadership. The Russian army demonstrated its
inability to efficiently operate, among others, uncrewed aerial vehicles, while its use of systems with Al-based
and autonomous features has been described as minimal by observers (Bode & Nadibaidze, 2022). The Russian
leadership has continued to declare its pursuit towards the integration of Al into its military. In September
2022, the Ministry of Defence announced the creation of a special department for Al development, and its
newly appointed head has claimed that almost all “high-precision” air, ground, and underwater weapon models
integrate Al (TASS, 2022a, 2022b). However, the economic impact following the invasion casts a doubt on
these statements and risks widening the gap between Russia’s broader Al aspirations and capabilities (Bendett,
2022; Gorenburg et al., 2022).

Second, Russia’s narrative about the perceived benefits of Al-based and autonomous systems,
especially in terms of reducing harm whilst making operations more efficient, has been discredited by the
actions of its armed forces in Ukraine. Russian officials have been claiming to use “high-precision” weapons,
including with the help of target designation systems which reportedly “integrate Al elements” (RIA Novosti,
2022), against only military targets. Meanwhile, the Russian army’s attacks have been destroying civilian
objects often located far from the frontline (Victor & Nechepurenko, 2022). For example, Russian officials
declared to have hit a meeting of Ukrainian military officials with “high-precision” Kalibr sea-based missiles
in the Ukrainian city of Vinnytsia on 14 July 2022. Instead, these missile attacks harmed a residential area and
resulted in the death of more than 20 civilians (Rainsford, 2022). While claiming at the GGE that “strict
compliance with IHL norms in situations of armed conflict” is its priority (Russian Federation, 2021a, para.
2), Russia has been repeatedly found to violate IHL principles, suggesting that it does not have the intention
to comply with IHL no matter which types of weapon systems it uses (Office for Democratic Institutions and

Human Rights, 2022). The Russian practice of promoting a potential use of AWS which would be in
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accordance with IHL is contradicted by its own violations of IHL and the CCW, whose main objective is to
prevent unnecessary suffering to civilians and combatants (Acheson, 2022b; see also Kahn, 2022).

Third, Russia has become increasingly isolated in its position at the GGE. As more CCW states parties
advocate for ways to move forward, whether in the form of a legally binding instrument to regulate AWS, a
political declaration on human control, or a non-binding code of conduct, Russia is one of the few who continue
to stand against any potential measures, along with, among others, India, Israel, and the US. This gap has
worsened with tensions following the Russian invasion of Ukraine. At the March and July 2022 GGE meetings,
Russian delegations have engaged in procedural diplomatic practices which have delayed the progress of
substantive discussions. The behaviour of Russian experts, in combination with the GGE’s consensus decision-
making, have diminished the value of this format in the eyes of many civil society actors, which have issued
stronger calls for an “alternative process” to discuss the regulation of AWS use and development (Acheson,
2022a; Docherty, 2022; Noor, 2022a). If such an alternative forum were to be created, Russia is unlikely to
join. The CCW, in Russia’s view, is “an optimal forum” to pursue the discussion on AWS as it allows a balance
between humanitarian concerns and national security interests (Russian Federation, 2018, para. 1). Russia also
considers consensus decision-making as being a crucial element of the discussion and would not engage in a
forum which does not grant it a mechanism for blocking proposals it considers to be against its interests
(Nadibaidze, 2022a, p. 425).

In summary, the Russian approach towards the regulation of autonomous weapons, informed by the
Russian leadership’s motivations and worldview, has made it challenging to establish a system of global
governance regulating AWS. If or when such a system would be established, at the UN or elsewhere, Russia
is unlikely to be part of it. Moreover, even if it agrees to become a state party, there will be reasons to doubt
its commitment given its record of breaking international agreements, including the CCW, and its war practices

in Ukraine.

The United States

Technological innovation has been central to US military culture for over a century (Mahnken, 2010).
In November 2014, around the time when the UN CCW began debating emerging technologies in the area of
AWS, Defense Secretary Chuck Hagel outlined the Pentagon’s vision for a Third Offset Strategy. Chinese and
Russian military modernisation efforts required the Pentagon to “identify and invest in innovative ways to
sustain and advance America’s military dominance for the 21* century” (Hagel, 2014). The “technological
sauce” of the Third Offset Strategy, as one of its chief architects then Deputy Secretary of Defense Robert
Work coined it, were emerging technologies in the fields of autonomous systems, robotics, and Al (Work,
2016).

This strategy’s underlying drivers and policy prescriptions have been subsumed into the larger

framework of great power competition (Colby & Mitchell 2020). Since the last years of Barack Obama’s
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presidency, the focus of US defence planning has shifted away from counterterrorism toward strategic
competition with the “revisionist” states of China and Russia (The White House, 2017, p. 25; 2022, p. 8). This
has not only altered post-9/11 practices of “remote” military intervention (Biegon & Watts, 2022; Watts &
Biegon, 2021), but the overarching direction of US foreign policy. As encapsulated in the 2022 National
Security Strategy, there is bi-partisan agreement that “[tJechnology is central to today’s geopolitical
competition and to the future of our national security, economy and democracy” (The White House, 2022, p.
32). Similarly, the final report of the National Security Commission on Al (NSCAI) released in March 2021
emphasizes the importance of technologies to “the coming era of Al-accelerated competition and conflict”
(NSCAL 2021, p. 8; see also Schmidt, 2022).

As NSCAI chair Eric Schmidt and vice chair Robert Work have argued about a potential war between
the US and other great powers, “[t]he best way to deter such a war is for the U.S. military to restore its
technological superiority over potential adversaries” (Schmidt & Work, 2022). Hence, as with China and
Russia, US practices regarding the development, design, and potential regulation of AW S-related technologies
have not played out in a strategic vacuum. They have been driven by Washington’s perception of heightened
global technological and (geo)political competition (Wyatt 2020), as well as the more deeply ingrained pursuit
of accuracy in warfighting (Suchman, 2020).

Against the backdrop of heightened concerns about the country’s military superiority, the US is the
largest spender on technologies associated with AWS development (Haner & Garcia, 2019, pp. 332-333).
Through initiatives such as the Defense Advanced Research Projects Agency (DARPA)’s “Al Next
Campaign” which earmarks more than 2 billion USD in funding for research and development (DARPA, n.d.),
the US government has directly invested in military Al research. At times, American tech corporations have
been unwilling to access government funding. This was the case in 2018 when Google withdrew from Project
Maven following employee protests (Shane & Wakabayashi, 2018). Such protests have not fundamentally
derailed the patterns of civilian-military collaboration integral to the success of the Third Offset Strategy,
however. It has instead led to the promotion of more joined-up thinking on how to “accelerate Al innovation
at home” (NSCAI, 2021, p. 12).

The interplay between growing anxieties about the durability of US primacy, prioritised investments
in emerging weapon technologies as part of the Third Offset Strategy, and concentrated efforts to harness
technological innovations emanating from Silicon Valley is crucial for understanding the US position on the
global governance of AWS. During the initial discussions within the framework of the UN CCW, this position
was characterised by a certain willingness to consider the issue of AWS in detail, including from potentially
critical perspectives. US delegations communicated their expectation that any debate on “emerging weapon
technologies” should exclude the type of remotely piloted aircraft already used by the American military to
support counterterrorism operations in the Middle East. Nonetheless, they were careful to stress the “value in

discussing lethal fully autonomous weapons systems in the CCW” (The United States, 2013).
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During the early years of the GGE process, the US delegation espoused the benefits of weapons review
processes as a pathway for progressing international deliberations in this area (see, for example, the United
States, 2014; 2015). Such calls were consistent with the US’ position as one of the first states to formulate a
domestic review process for the design and use of AWS through its 2012 publication of Department of Defense
(DoD) Directive 3000.09 (US DoD, 2012). Directive 3000.09 did not explicitly prohibit the use or development
of AWS. Amongst other measures, it institutionalised a requirement for “commanders and operators to exercise
appropriate levels of human judgment in the use of force” as a firewall against “unintended engagements”
which may result in civilian harm (US DoD, 2012, p. 7). The review process which informed the publication
of Directive 3000.09 has been promoted as a vehicle for helping “identify relevant characteristics for systems
that should be under the GGE’s consideration” (The United States, 2018c).

In a wider sense, the concept of “appropriate levels of human judgement over the use of force”
introduced in Directive 3000.09 provides a window into Washington’s efforts to shape the global regulatory
debate on AWS without binding its own practices of weapons development. As highlighted in its 2018 working
paper, “appropriate human judgement” was understood as “a flexible term that reflects the fact that there is not
a fixed, one-size-fits-all level of human judgment that should be applied to every context” (The United States,
2018e, para. 9). This elastic interpretation of human judgement is consistent with a point repeatedly raised by
US delegates, namely that any assessment of the ethics and legality of AWS should only be made within the
operational context in which such technologies are used. Such thinking has underpinned calls for a “reality-
based” approach to discussing AWS (The United States, 2018Db). It also informs the position that the operation
of existing weapons such as the Phalanx and AEGIS air defence systems which use autonomy to support
targeting functions provide models of appropriate human-machine interaction (The United States, 2018e;
2019).

As the Obama and Trump administrations focused on the geopolitical imperatives of strategic
competition with China and Russia, the overall tenor of the US position at the GGE has shifted toward
accentuating the potential opportunities presented by AWS development. When coupled with the increased
priority given to Al development demanded by the Third Offset Strategy and Washington’s subsequent push
for more sustained collaboration with commercial partners, it has narrowed the space for more critical
deliberations on AWS.

A consistent theme of US statements and working papers has been that AWS should not be prohibited.
The US has argued that these technologies can (and should be) developed to strengthen compliance with IHL,
reduce civilian harm by increasing the accuracy with which forced is used, and extend the control of battlefield
commanders (The United States, 2018a; 2018e). For these reasons, “rather than trying to stigmatize or ban”
these technologies, the US has maintained that “[s]tates should encourage such innovation that furthers the
objectives and purposes of the Convention” (The United States, 2018d). To this end, US delegations have

provided detailed guidelines for ensuring that AWS “effectuate the intentions” of those designing and
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operating these systems (The United States, 2018e), amongst other measures. Overall, as with China and
Russia, neither the US position in the GGE nor its practices of developing and using AWS-related technologies

could be interpreted as supporting meaningful international regulation of autonomous weapons.

Prospects for Global Governance of Autonomous Weapons

As our overview of Chinese, Russian, and US practices demonstrates, differing and often conflicting
approaches, interests, and perceptions have made it challenging to agree on the global governance of AWS.
With a heightened sense of competition between these actors, including in the sphere of Al and technology
more broadly, finding common ground promises to become even more challenging (Diehl & Lambach, 2022;
Geist, 2016; Scharre, 2021; Wang & Chen, 2018). The US and Russia continue to oppose the introduction of
legally binding measures on AWS, effectively treating the GGE’s consensus decision-making rule as a de facto
veto power. Meanwhile, China’s position requires a high threshold for accepting new legal regulations of
AWS. All three have voiced and demonstrated their interest in developing weaponised Al and are attempting
to carve out space to pursue their technological developments, supported by their perceptions of the importance
of Al and technology in an era of great power competition.

The debate at the GGE has not been progressing toward international regulation. The CCW Review
Conference of December 2021 reiterates the GGE’s discussion-based mandate to “consider proposals and
elaborate, by consensus, possible measures... related to the normative and operational framework on emerging
technologies” in the area of LAWS (CCW Review Conference, 2021, p. 3). Meanwhile, substantive progress
at the GGE meetings in 2022 stalled, in part because of the procedural demands of the Russian delegation. In
light of the diminishing governance prospects for AWS at the GGE, many stakeholders, especially those within
civil society, are considering alternative pathways for moving the debate forward including through the use of
other institutional forums (Chengeta, 2022; Docherty, 2022; Moyes, 2022).

Whilst a clear obstacle, practices of AWS usage and development do not necessarily preclude the
establishment of international norms regulating these technologies. The majority of states participating in the
GGE discussions support some form of regulation on AWS and its related technologies, whether in the form
of a legally binding treaty (e.g., Austria, Brazil, Chile, Mexico, State of Palestine, New Zealand, Venezuela)
or other political or legal instrument (e.g., Germany, Ireland, Belgium) (Automated Decision Research, 2022;
Badell & Schmitt, 2021). An important part of this group includes states from the Global South. These states
have the potential to take the lead on the norm-making process, whether at the GGE or elsewhere (Bode, 2019).

States from the Global South were instrumental in negotiating the Treaty on the Prohibition of Nuclear
Weapons (TPNW), which has been signed by the majority of UN member states and came into force in 2021.
The TPNW is unlikely to be signed by the nuclear weapon-possessing states or by states protected under their
nuclear umbrella. It has also been criticised for its inability to exert normative pressure on non-parties or states

“convinced of the utility” of nuclear weapons (Vilmer, 2022, p. 493). At the same time, advocates of this treaty
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have pursued their work in stigmatizing nuclear weapons and increasing the moral and political costs
associated with their possession (Sauer & Reveraert, 2018). In this way, it can also be considered a valuable
tool in the global regime of nuclear non-proliferation and disarmament.

The adoption of a legal norm prohibiting the use, possession, acquisition, threat of use, and transfer of
nuclear weapons is part of a “continuing normative process of delegitimization” (Borrie, 2014, p. 645), as are
other treaties banning weapons such as anti-personnel landmines and cluster munitions. These treaties have
normative value without necessarily having required the immediate or short-term support of states possessing
these weapons (Borrie, 2014, p. 646). In the same way, any agreement on the international regulation of AWS
would be a key moment in the process of delegitimising these systems, as well as reinforcing a normative
prohibition around their use, even if China, Russia, the US, or other states do not immediately sign up to it.
The case of nuclear non-proliferation has distinct dynamics from AWS regulation, especially in terms of
verification of compliance (Maas, 2019; Rosert & Sauer, 2021). Nonetheless, initiatives such as the TPNW
provide a potential model and direction for advancing the regulation of AWS and establishing new norms
regarding the quality and character of human control over the use of force.

In these and other ways, there is much to be learnt from previous arms control and disarmament
processes for the global governance of AWS and, in a broader sense, weaponised forms of Al (Garcia,
forthcoming). Alternatives to the GGE on LAWS could take at least two forms. First, states could decide to
hold a vote on beginning negotiations for a binding treaty within the UN General Assembly. This forum can
operate via a two-thirds majority voting rule, therefore avoiding the requirement for consensus. Both the 2013
Arms Trade Treaty and the 2017 TPNW followed this route. Second, states could create a distinct forum for
negotiating a treaty text, following predecessors such as the Ottawa Treaty banning anti-personnel mines or
the Cluster Munitions Convention (the Oslo process). This will depend on the extent to which an actor or
multiple actors could take the lead and “flex their humanitarian muscles, as Canada did for landmines and
Norway and Ireland did for cluster munitions,” exercising “moral leadership on the world stage” (Carpenter,
2022). As noted above, this could include a (group of) Global South state(s). Importantly, an independent
process would also not depend on a consensus requirement. In both scenarios, it is unlikely that major AWS
developers will sign or ratify a treaty containing new legal norms, although we cannot exclude the possibility
that they would remain active participants in a process that would hopefully culminate in new legal regulations
(iIPRAW, 2018). However, either of these options could help establish a key set of principles which would
shape the normative space around technologies in the area of autonomous weapons.

International legal norms set outside the CCW could be structured around, for instance, the positive
obligation of maintaining human control and could take the form of a legally binding instrument, political
declaration, or guide of best practices (Sauer, 2020, pp. 255-256). In line with proposals put forward by the
International Committee of the Red Cross (ICRC), new legal principles could also include both prohibitions

and regulations. This two-pronged approach has found increasing support, as a statement delivered by 70 states
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to the UN General Assembly in October 2022 suggests (Noor, 2022b). The ICRC recommends prohibiting
unpredictable AWS and those designed to target human beings, while regulating the design and use of other
AWS by limiting, among others, types of targets, duration of use, and geographical scope (ICRC, 2021). If
adopted, such legal principles would by their very nature include ambiguities that could leave room for
manoeuvre in national implementation processes. The success of new principles will also depend on the extent
to which they engage with the norms already set in practices. Despite these drawbacks, and even without the
buy-in from major developers, such a development could set firmer boundaries in terms of what is now a
largely unregulated but critical area in urgent need of global governance.

In summary, the global governance of autonomous weapons, as with previous multilateral arms control
and weapon ban negotiations, is a challenging task. This is due, amongst other factors, to the different practices,
interests, and beliefs of states parties, especially major developers of weaponised Al including China, Russia,
and the US. At the same time, it is a highly desirable development in international security and is not an
impossible endeavour, as options outside of the CCW remain viable pathways for advancing the global

governance of these technologies.

Conclusion

Drawing on insights from Critical Security Studies and STS, we have argued that practices of
designing and using weapon systems with autonomous and Al-based features can become sources of norms in
the sense of understandings of appropriateness in relation to the use of force. In the absence of formal, top-
down regulation, practices surrounding existing weapon systems with automated and autonomous features in
targeting have already shaped a diminished quality of human control in specific use of force situations as
normatively ‘appropriate’. While weapon systems such as air defence systems and loitering munitions are
typically operated with a human operator ‘in’ or ‘on’ the loop, the quality of human control that can be
exercised in specific use of force situations can be severely compromised and de facto diminished (Bode &
Watts, 2021; forthcoming).

Such a perspective considers Al-assisted and autonomous systems as part of the longer trajectory of
integrating automation and autonomy into weapons. It can provide us with insights into how the normative
space around AWS is taking shape. The functioning of such systems happens under complex forms of human-
machine interaction which restrict the human operators’ critical mental space. As more Al technologies
become integrated into diverse weapon platforms and these platforms proliferate globally, this norm of
diminished human control risks spreading silently. Such norms are, however, not necessarily desirable and,
importantly, emerge from sites outside of the public eye. The absence of global governance allows state
practices in the development and use of AWS-related technologies to shape and affect norms far in advance of

the international deliberations in this area.
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The interest in Al-based autonomy expressed by armed forces around the world are raising ethical,
legal, and security concerns which require more concrete global regulation. To examine the prospects of global
governance on the use and development of AWS, we compared the positions of three key developers of AWS-
related technologies at the GGE and beyond: China, Russia, and the US. All three, albeit to different degrees
and from different standpoints, remain sceptical of regulating AWS. Their stances and practices continue to
have adverse effects on the potential of the GGE to become a negotiation venue for new legally binding
regulation.

However, a continued absence of specific legal rules in relation to AWS does not mean that there is
no potential for international legal norms, which could consist of prohibition, regulation, or both, emerging in
this space. The extent to which global governance is possible will depend on the willingness of some actor(s),
including from the Global South, to take the lead and initiate a process outside of the CCW, potentially inspired
by the direction of travel taken by previous disarmament and weapons ban initiatives. The buy-in of major
developers such as China, Russia, or the US is not immediately required. Rather, other actors could and should
take the opportunity to lead normative developments in responding to technological changes and determining

appropriate ways of conducting warfare.
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