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Weapons systems with increasing numbers
of autonomous features raise the question:
can humans remain in meaningful control
in warfare? It sounds like science fiction,
yet UN member states already use more
than 130 systems, such as air defence

} systems and loitering munitions, that can
| autonomously track targets—and this is

only the beginning.

Major concerns relate to weapons systems
with autonomy in their critical functions—
that is selecting and engaging targets
through sensors and algorithms without
human input. Such autonomous features
can take many different forms. For example,
they appear in aerial combat vehicles, in
stationary sentries, and in ground vehicles.

“ While diverse, these systems are captured

by the catch-all category of autonomous
weapons systems (AWS), because they
weaponise Al.

Most states consider applying force without
any human control as unacceptable.
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But so far, there is no consensus about
various complex forms of human-
machine interaction along a spectrum of
autonomy and the point(s) at which human
control ceases to be meaningful. Does
a human operator engage in meaningful
control when making decisions based on
indications received from a computer given
that ‘blackboxed’, algorithmic processing is
not accessible to human reasoning?

Faced with these questions in the
transnational debate at the UN Convention
on Certain Conventional Weapons (CCW),
states reached different conclusions.
Supported by civil society organisations,
some states advocate introducing new
legal norms to prohibit fully autonomous
weapons systems without meaningful
human control. In contrast, other states
leave the field open or support the
development of weapons with significant
autonomous features.

As discussions drag on with little substantial
progress, the operational trend towards
autonomising weapons systems continues.
A majority of the top ten arms exporters—
such as the USA, China, and Russia—are
developing or planning to develop some
form of AWS. Such dynamics indicate a
potential trajectory for AWS to change
what is appropriate when it comes to the
use of force.

Technologies have always shaped and
altered warfare and therefore, how force
is used and perceived. Yet the role that
technology plays should not be conceived
in. deterministic terms. Technology is
ambivalent, making its use in international
relations—especially in warfare—a political
question.

My project departs from existing research on
norms that, despite excellent critical work,
continues to approach how norms emerge
and change from the top-down. Here,
scholars argue that only institutionalised,
legal norms shape state practices. Instead,
the AUTONORMS project will develop
atransformative bottom-up perspective
that studies how norms, understood as
standards of appropriateness, manifest and
change in practices.

www.europeandissemination.eu


http://www.europeandissemination.eu

Practices are patterned ways of doing
things in different social contexts.
AUTONORMS argues that deliberative
but also non-verbalised practices
associated with developing, testing, and
deploying autonomous technologies
shape norms. As they are vital building
blocks of international order, monitoring
changing practices and norms on the use
of force will also enable us to understand
their repercussions for the fundamental
character of international order.

Emerging norms on weaponised Al are
deeply embedded in narratives and
representations. To capture this dynamic
picture, AUTONORMS explores practices
across four social contexts to understand
how norms evolve in the international
security field: the military context, the
transnational political context, the dual-
use context, and the popular imagination
context. These contexts represent the
most decisive areas for studying how
normative understandings surrounding
weaponised Al take shape. Further, they
capture interaction among state actors
and non-state actors, thereby covering
the full range of actors who may come to
shape emerging norms on AWS.

As the brief descriptions of these
four contexts demonstrate, practices
across these contexts are complex.
This makes the future direction of
weaponised Al ambivalent and contested.
My AUTONORMS project will keep
constant track of these four contexts
during its lifecycle (2020-2025), thereby
investigating how practices in the
different contexts influence each other
and contribute overall to emerging norms
on AWS.

Adobe Stock © evannovostro

www.europeandissemination.eu

Autonorms Project

AWS have the potential to fundamentally change the use of force, touching in conflicting ways
both instrumental and humanistic practices of war. Understood instrumentally, warfare serves
the political and economic interests of states. Instrumental arguments centring on efficiency
are push factors for AWS: such systems offer military advantages because of their faster-than-
human response times and stealth. Yet humanistic understandings of war that are structured
around notions such as courage, honour, valour, or reciprocity are challenged by including more
and more autonomous features in weapons systems. We can see this split by considering the
example of the USA. On the one hand, US military doctrines speak of increasing investment
and relevance of autonomy in future weapon platforms. On the other hand, the US history of
developing AWS includes various cancelled programmes due to a deep-seated reluctance, to
delegate kill decisions to machines.

Since 2013, AWS have been debated at the CCW and have featured in the General/Assembly’s
First Committee. These discussions shed light on deliberative practices in the transnational
arena, not only by monitoring the positions of state parties but also those of UN and civil
society organisations, chief among them the international ‘Campaign to Stop Killer Robots.
The practices that make up this debate are constantly evolving: at the CCW's latest meetings
(August 2019), momentum built among states, especially those of the Global South, to move
towards negotiating a regulatory framework. While states developing AWS oppose such
moves, retaining so-called meaningful human control over critical functions of weapons
systems has emerged as a shared concern for the international community, while the precise,
operational definition of this concept is unsettled.

Civilian research advances in dual-use technologies such as Al, machine learning, and robotics
are clearly relevant for autonomous features in weapons systems. But to what extent will the
technological progress on systems such as autonomous cars spill over into AWS? Again, this
is an open question that we can only understand by examining emerging practices. Civilian
applications differ contextually in important ways from military applications. For example, the
unstructured environments of urban battlefields within which an autonomous ground vehicle
would have to operate are significantly more challenging to navigate than the comparatively
structured environment of highways that autonomous cars are trained for. Yet studies show that
even small alterations to the training environment, such as changing weather conditions, make
it hard to ensure predictable driving behaviour of autonomous cars. Emerging understandings
of appropriateness demonstrate both beliefs in ‘technological fixes, the ability to find technical
solutions for all problems that Al currently encounters, and significant resistance, such as
the backlash among Google employees to the company’s involvement in Pentagon-financed
Project Maven.

Public attention towards AWS has gained pace since 2015 due to practices by the Campaign to
Stop Killer Robots and the publication of several open letters by leading Al/robotics researchers
pledging to never develop ‘killer robots’

Images play a crucial role in media coverage on AWS by tapping into fictional representations
of Al. AUTONORMS will analyse cultural-historical public perceptions of Al/robotics present
in (science) fiction and other popular media outputs that inform and shape practices on AWS
in so far as they delimit what is considered appropriate in their usage.

Insights from cultural studies provide us with illuminating thinking points about how attitudes
towards robotics diverge across countries. Western attitudes often converge around robots
that are likely to turn on their human overlords. Conversely, Japanese society-has been
characterised by its complex ‘affinity’ towards robots. Present in homes, hospitals and care
homes, offices, and schools, robots in Japan are welcomed in fulfilling a host of social functions.

The complex relationship between such cultural practices and whether they translate into
broader understandings of appropriateness when it comes to robotic weapons systems
remains to be investigated.
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AUTONORMS will monitor practices
related to AWS in four countries: China,
Japan, Russia, and the United States. These
countries have made the most significant
investments in weaponised Al or have the
most highly developed Al and robotics
industries. This makes them most likely to
influence norms in the case of AWS. The
USA have been the most open and vocal
about its pursuit of systems with increasingly
autonomous features. While reports
indicate that Russian arms manufacturers
are developing systems with autonomous
features in their critical functions, Russian
diplomats still question the mere existence
of AWS. China-is the only developer of AWS
to potentially support a legal ban on fully
autonomous systems, while their definition
of what characterises such systems includes
unconventional elements. Japan has a world-
leading robotics industry and has become
a growing voice in the debate, favouring
a ‘wait and see’ approach while becoming
more supportive of legal regulation.

To investigate how practices can lead
to norms, AUTONORMS innovatively
combines five complementary qualitative
methods: building a technological, qualitative
AWS database; narrative interviewing;
participant observation; visual analysis; and
public attitude surveys. This combination
is designed to gain information about
practices that are typically not accessible
via textual analysis. AUTONORMS will use
these five methods conjointly to produce
new data-based insights for and across the
four case studies. The AUTONORMS team
will include four permanent members and
will also draw on additional expertise from
an advisory board with relevant theoretical
and country knowledge.

My AUTONORMS project is built around
comprehensions of how technology should
be used. Because of this, AUTONORMS
will deliver a-clearer understanding of the
dramatic social changes associated with
the societal application of Al-that will also
be applicable to other, similarly uncertain
processes of tech innovation.
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PROJECT SUMMARY

The ERC Starting Grant project
“Transforming Norms Research Through
Practices: Weaponised Artificial Intelligence,
Norms, and Order (AUTONORMS)”
studies how autonomous weapon systems
shape and transform international norms
governing the use of force. It examines
norms via practices performed across
different contexts, such as the military or
the popular imagination, in four countries
(USA, China, Japan, Russia).

PROJECT LEAD PROFILE

Dr Bode received her PhD in International
Relations at the University of Tibingen
(2013), worked as a postdoctoral researcher
at the United Nations University in Tokyo,
and as a lecturer at the University of Kent,
UK. She has transferred to Denmark after
receiving an ERC Starting Grant in 2019.
Dr Bode specialises in studying normative
change in the area of international peace
and security.

PROJECT PARTNER

The AUTONORMS project is based at
the Centre for War Studies, Faculty of
Business and Social Sciences, University of
Southern Denmark. Collaboration partners
include the Centre for the Promotion of
Disarmament and Non-Proliferation in
Japan.
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